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[bookmark: _lzr2si3oshbv]Data Impact Assessment

Name of school: X
Assessment carried out by: X
DPO: X
Reviewed by DPO on: XX/XX/XX

[bookmark: _7i5fg6raebgk]Outstanding questions and comments

Input any outstanding questions/comments here.

[bookmark: _9bz4v1y71ln3]Name and aim of system

Intelligent Evidence is a cloud-based platform designed by and for school leaders to streamline evidence gathering, analysis, and reporting for self-evaluation and inspection preparation. 

It uses artificial intelligence to:

· Analyse uploaded school documents (e.g., SIPs, SEFs, inspection notes, curriculum statements)
· Generate summary reports and actionable insights for leadership and governance
· Support efficient preparation for Ofsted and internal review processes

The platform processes:

· Uploaded documents (which may contain staff roles, school strategy, or performance data)
· Metadata associated with document uploads
· User account data (name, email, school, login credentials)

It acts as a data processor, with the school or Trust remaining the data controller.
[bookmark: _dyg04kugzrsb]Personal data used by system

Identifiable data:

· Staff names, roles, and contact details (embedded in documents or accounts)
· Document author metadata
· Login details (email address, school affiliation)

Potential special category data:

· Pupil names and identifiers (e.g. SEN status, safeguarding cases)
· Staff performance or disciplinary references
· Information relating to ethnicity, health, or family background (if present in uploaded content)

⚠️ Note: While the platform does not require or request sensitive data, it may be processed if included in uploads, which this DPIA assumes will occur in some cases.

[bookmark: _uypzr12yuya6]Purpose of processing

To analyse internal school documents using artificial intelligence in order to streamline leadership workflows, inspection readiness, and self-evaluation. 

The platform processes uploaded files and returns visual summaries, trends, and thematic insights. It is used to support strategic planning, Trust-wide consistency, governance engagement, and communication with external regulators (e.g., Ofsted).

[bookmark: _3emrxil438eu]Steps taken to protect data

· Encryption: All data is encrypted in transit and at rest.
· Hosting: Primary storage and databases are hosted in Microsoft’s UK South region.
· AI processing location: Temporary real-time document processing is conducted using OpenAI’s models hosted in Sweden (an EEA country with UK GDPR adequacy).
· No retention by OpenAI: Uploaded documents are not stored or used for training by OpenAI or Microsoft.
· Access control: Only named staff with secure logins can access the system.
· Audit trail: Full audit logs of access and document uploads are available.
· Contractual safeguards: A Data Processing Agreement (DPA) is in place and available to the Trust.
· Governance oversight: Usage is monitored by Trust leadership and DPO, with privacy notices updated to reflect the nature of the processing.
· Staff training: Staff are made aware of responsibilities when uploading content and the need to avoid unnecessary or excessive personal data.

[bookmark: _orgyeeqx256g]Impacts and risks

	Risk
	Impact
	Mitigation

	Upload of identifiable or sensitive data (e.g., pupil safeguarding info)
	High
	Limit uploads to essential documents; monitor use; DPO oversight; update privacy notices

	Transmission of personal data to OpenAI in Sweden for temporary AI analysis
	Medium
	Sweden has UK adequacy status; real-time only; no retention or reuse; contractual safeguards in place

	Lack of staff understanding of appropriate uploads
	Medium
	Provide clear internal guidance and training on document selection

	Unauthorised access or misuse of platform data
	Medium
	Access controls, audit logs, regular review of user permissions

	Perceived reputational risk due to use of AI
	Low
	Communicate purpose, safeguards, and data handling openly to staff and governors


[bookmark: _pwutx0owvq15]
[bookmark: _pj1d0bmcpddj]

[bookmark: _vfmhck1omihe]School compliance statement

I can confirm that this data protection impact assessment has been completed to the best of my knowledge and that the software complies with the data protection principles under the GDPR. All privacy risks and solutions have been considered and represent a proportionate response to the identified risks to personal data. 

Signed:						Date:		

[bookmark: _73imqhdsjjk4]DPO statement

I can confirm that I have reviewed the DPIA above and am satisfied that the school has taken appropriate and proportionate steps to protect the data OR I confirm that I have reviewed the DPIA above and have made recommendations set out in the comments above which should be accounted for before implementing the above.

Signed:				                                          Date: 				
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